-'I"‘

At the intersection of science and technology, Clovertex is a Life Sciences systems integrator specializing in
architecting, building, automating, and managing scientific applications, databases, data lakes, and workflows
using cloud computing technologies.

Clovertex is an AWS Advanced Tier Partner. Our team has deep scientific domain experience and specializes in
providing both IT and science-related services.

To know more about us: CLOUDVERTEX.COM

Job Role: DevSecOps Lead

We are seeking an experienced and forward-thinking DevSecOps Lead to drive the development and implementation
of processes that handle the entire lifecycle of vulnerabilities and streamline them for the operations team. The ideal
candidate will possess in-depth expertise in SonarQube, Nexus 1Q, Deep Factor, Jenkins Pipelines, and Kubernetes,
with a strong focus on security, automation, and continuous integration/continuous delivery (CI/CD) practices.

Requirement:

e Lead Vulnerability Lifecycle Management: Design and implement processes to identify, track, prioritize,
and remediate vulnerabilities, ensuring efficient handover to the operations team.

e Security Tool Integration: Utilize and manage security tools such as SonarQube, Nexus 1Q, and Deep Factor
to continuously monitor and assess application security risks.

e Pipeline Automation: Build and manage Jenkins Pipelines for automating security checks, vulnerability
scans, and code quality assessments.

e Kubernetes Deployment and Support: Oversee the deployment and support of SonarQube and Deep Factor
within Kubernetes environments to ensure scalability, reliability, and security.

e Collaboration & Leadership: Collaborate closely with development, operations, and security teams to
embed security practices across the CI/CD pipeline.

e Continuous Improvement: Proactively identify areas of improvement, recommending and implementing
changes to enhance the security posture of the organization.

Qualifications:

. Proven experience in DevSecOps with a strong focus on security tools and vulnerability management.
e Hands-on experience with SonarQube, Nexus 1Q, DeepFactor, and Jenkins Pipelines.
e  Expertise in Kubernetes for deploying and managing security tools.

e Ability to think strategically and create processes that effectively manage vulnerabilities through their entire
lifecycle.

e Strong understanding of CI/CD practices and security automation.

e  Excellent communication and leadership skills to work across teams.
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Benefits:

e Competitive salary and benefits package
e  Opportunity to work on cutting-edge Al projects with a real-world impact
e Be part of a dynamic and innovative team at the forefront of Al-driven BioPharma transformation

Additional Information:

e Clovertex is an equal opportunity employer and values diversity in the workplace. We do not discriminate
based on race, religion, color, national origin, gender, sexual orientation, age, marital status, veteran

status, or disability status.
e We are committed to creating a positive and inclusive work environment for all employees.
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